


TMT
Threat Modelling Testing 
from modelling to integration



WHOAMI

Tester since 2014

Tech advocate

Cybersecurity passionate

Aerialist

World Traveler



GOALS & TAKEAWAYS

"Security is quality" — Security testing is not an afterthought, it's a set of feedback loops across the lifecycle.

SSDLC Threat Models Hands-on! Prevention



SSDLC: SECURE SOFTWARE DEVELOPMENT LIFECYCLE
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If you are part of the cycle, 
you will have responsibility 
for testing and cybersecurity.
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Source: https://www.esecurityplanet.com/threats/140k-childcare-records-exposed-in-crm-database-leak
Source: https://lineleader.com/privacy-policy



THREAT MODELING

“Threat modeling is analyzing representations of a system to 
highlight concerns about security and privacy characteristics.”

https://www.threatmodelingmanifesto.org/



THREAT MODELING

MANIFESTO VALUES

• A culture of finding and fixing design issues
over checkbox compliance

• People and collaboration
over processes, methodologies, and tools

• A journey of understanding 
over a security or privacy snapshot

• Doing threat modeling
over talking about it

• Continuous refinement
over a single delivery.



THREAT MODELING

PATTERNS

• Systematic Approach 
Structured and repeatable security analysis 

• Informed Creativity 
Creative thinking with security context 

• Varied Viewpoints
Diverse expertise improves threat discovery

• Useful Toolkit
Tools improve consistency and efficiency 

• Theory into Practice
Apply proven real-world security techniques

ANTI-PATTERNS

• Hero Threat Modeler
Security should not depend on individuals 

• Admiration for the Problem 
Focus on solutions, not complexity

• Tendency to Overfocus
Keep the big security picture 

• Perfect Representation
Multiple models reveal different risks



THREAT MODELING

SOME DATA

• Only 25% perform threat modeling during 
early design and requirements phases

• Most organizations apply threat modeling 
to only 50–74% of applications 

• 61% believe threat modeling can be fully 
automated 

• Automation is growing, but expert 
validation remains essential

Source: https://www.securitycompass.com/reports/the-2023-state-of-threat-modeling/



THREAT MODELING





TMT
Threat Modelling Testing



THREAT MODELING TESTING

GOALS

1. Identify
 Understanding and modeling
 threats is only the beginning.

2. Mitigate
 Implementing controls does not
 guarantee effectiveness. 

3. Test
 Validation requires continuous
 and rigorous testing.

4. Report

Collect, analyze and document 
evidence to drive improvement.



THREAT MODELING TESTING

DEFINITION

TMT combines threat modeling 
with testing, creating a 
robust security approach to 
mitigate risks.



THREAT MODELING FAMEWORKS

FRAMEWORKS

STRIDE categorize threats (Spoofing, Tampering, Repudiation...)

DREAD prioritize risks by likelihood/impact

PASTA risk analysis driven by business/process context

LINDDUN privacy-focused threat modeling



THREAT MODELING FAMEWORKS



THREAT MODELING FAMEWORKS



“What isn’t tested 
eventually gets exploited.”



STRIDE
As testing engine



THREAT MODELING: STRIDE

Category Violates Definition Examples

S Spoofing Authenticity
Pretending to be something or 
someone other than yourself

An attacker steals the 
authentication token of a 

legitimate user and uses it to 
impersonate the user.

T Tampering Integrity
Modifying something on disk, 
network, memory, or elsewhere

An attacker abuses the application 
to perform unintended updates to a 

database.

R Repudiation Accounting
Claiming that you did not do 

something or were not responsible; 
can be honest or false

An attacker manipulates logs to 
cover their actions.

I
Information 
Disclosure

Confidentiality
Someone obtaining information they 

are not authorized to access
An attacker extracts data from a 
database having user account info.

D
Denial of 
Service

Availability
Exhausting resources needed to 

provide service

An attacker locks a legitimate user 
out of their account by performing 

many failed authentication 
attempts.

E
Elevation of 
Privileges

Authorization
Allowing someone to do something 
they are not authorized to do

An attacker tampers with a JWT to 
change their role.

ATD 2025 – SSDLC Applied Master Class



After Break!

Hands-on!
Threat Modeling



THREAT MODELING: LET'S PLAY!

S T R I D E



GAME GUIDE

Category Violates Definition Examples

Spoofing Authenticity
Pretending to be 

something or someone 
other than yourself

An attacker steals the 
authentication token of a 

legitimate user and uses it to 
impersonate the user.

Tampering Integrity
Modifying something on 

disk, network, memory, or 
elsewhere

An attacker abuses the 
application to perform 
unintended updates to a 

database.

Repudiation Accounting

Claiming that you did not 
do something or were not 

responsible; can be 
honest or false

An attacker manipulates logs to 
cover their actions.

Information 
Disclosure

Confidentiality
Someone obtaining 

information they are not 
authorized to access

An attacker extracts data from 
a database having user account 

info.

Denial of 
Service

Availability
Exhausting resources 

needed to provide service

An attacker locks a legitimate 
user out of their account by 

performing many failed 
authentication attempts.

Elevation of 
Privileges

Authorization
Allowing someone to do 
something they are not 

authorized to do

An attacker tampers with a JWT 
to change their role.



TMT CHEATSHEETS
https://github.com/testingsoul/TMT-CheatSheets



Violates Definition

SPOOFING Authenticity
Pretending to be something or someone 

other than yourself



Violates Definition

TAMPERING Integrity
Modifying something on disk, network, 

memory, or elsewhere



Violates Definition

REPUDIATION Accounting
Claiming that you did not do something 
or were not responsible; can be honest 

or false



Violates Definition

INFORMATION 
DISCLOSURE

Confidentiality
Someone obtaining information they are 

not authorized to access



Violates Definition

DENIAL OF 
SERVICE

Availability
Exhausting resources needed to provide 

service



Violates Definition

ELEVATION OF 
PRIVILEGES

Authorization
Allowing someone to do something they 

are not authorized to do



CONCLUSIONS

Call to Action:
• Review tests scenarios
• Add at least 1 test per 

dimension (STRIDE)
• Integrate them into your CI
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