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01. 

GenAI in 
Testing



Fast adoption of AI-assistants for development*:

● 63% devs using in 2024
● 14% considering to use soon

Are we more productive developing with these assistants really?

● Short term optimization**
○ More code is produced 
○ 4X more duplicated code
○ “Copy/pasted” surpassed “moved” code (reuse) for the first time

● Long term consequences 
○ Poorer maintainability 
○ 25% increase of new code that has to be adjusted in less than a month

GenAI applied 
to development

* Stack Overflow's 2024 Developer Survey
  ** AI Copilot Code Quality - Evaluating 2024's Increased Defect Rate via Code Quality Metrics



*** DORA State of DevOps Report 2024

Reduced delivery performance due to 
the use of GenAI

More code in less time, increased 
average batch size 

Which take us to 

● More build & deploy complexity 
● More failure probability 
● Slower issue resolution 

Stephen Townshend diagram from DORA state of DevOps Report 2024



What about testing?

Poorer quality code means more back and forth 
between different roles (test, dev, BA, infra)

Faster code production means more accumulation 
in testing (perceived as the bottleneck)

We know where this will take us… we’ve been there



Initiatives in testing
Sometimes the wrong people are working in 
“solve the testing problem”

● People who hate testing
● People that do not understand the value of 

testing 

They are trying to eliminate humans in testing as 
that were a problem instead of the actual value



Enreach and empower the 
human testers instead of 
remove them
● Low code and self healing to make test automation more 

robust and accessible to more people 
● Copilots and assistants as tools for testers to help them 

achieve more with their expertise 



Learn by Doing: Go 
Implement Your Thing



02. 

Testing in GenAI



System Under Test

1. Obtains contextual information
2. Fills the prompt template
3. Executes the API call
4. Process the response

The Simplest: An Application 
Using an LLM’s API



Risks: User Expectations 

User Expectations Changed
● Conversational interface (Alexa, Siri, Google 

Assistant seem less intelligent after ChatGPT)

● Performance / response time: Immediate 
response, chunk by chunk, fluid reading of 
the response

● The user knows they cannot trust on the 
output of the system 🤯



Do you really know your model?
● Models are trained with available data on the 

Internet. 
○ Biased 
○ Incorrect data 
○ Hate, discrimination, etc

● Models are adjusted to avoid harm or 
undesired use. These adjustments might 
produce undesirable outcomes too.  

● The question is: Is there any bias or adjustment 
in the model that might affect some users?

Risks: Training and Adjustments 



Legal Risks

 We need to be aware of the policies and guidelines of the platforms we use
● Generative AI Prohibited Use Policy from Google
● Google AI Principles 
● Microsoft Responsible AI Standard

We need to be aware of the laws and regulations
● GDPR
● EU AI act
● Identify risk level
● Guarantee training data quality
● Provide control and transparency to the user 
○ Let the user know if something was generated with AI

● Documentation and technical aspects

https://policies.google.com/terms/generative-ai/use-policy
https://ai.google/responsibility/principles/
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE5cmFl?culture=en-us&country=us


Hallucinations

LLM “Syndromes”
Large Language Model Syndromes, unwanted behaviors/outputs systematically 
observed on LLMs (by James Bach and Michael Bolton):

Source: https://developsense.com/large-language-model-syndromes

Incuriosity Placation Indiscretion

Misalignment Offensiveness Arrogance Incorrectness

Capriciousness Forgetfulness Redundancy Incongruence

Negligence/Laziness Opacity Unteachability Non-responsiveness

Vacuousness



Test automation is needed because we will want to 
adopt new versions of the LLMs we use
● Because they will be faster, smarter, cheaper, etc
● But we need to make sure that our systems still 

work with the new behavior of the new model

LLMs are non-deterministic, test automation is 
challenging
● Same model, same prompt, different responses
● Even more when we change the model version or 

the LLM provider

Need for Test 
Automation 

LLMs

TEST AUTOMATION

AI



Test Automation 
for Regression 
Testing with Evals
● Evals
○ Open source framework (by OpenAI) for 

automated tests verifying the responses 
of the LLM

○ It provides templates for assertions, 
basic and advanced

● There are other alternatives (Evaluation, 
Promptfoo, etc)

Recommended reading:     
https://portkey.ai/blog/decoding-openai-evals/



Test Automation 
with Evals 

Basic Eval Templates
● Input_prompt 
● Ideal_answers
● The output is compared (with a simple method) to the ideal_answers



Test Automation 
with Evals 

Model-Graded Eval Templates
● Input_prompt 
● Ideal_answers
● The output is compared to the ideal_answers using another LLM 



Non-functional 
Aspects

Security

● OWASP Top 10 Vulnerabilities for LLM-based Applications

Usability and accessibility

● Conversational interfaces 
○ Do we need support from philologist?

● User feedback is key

Performance

● Observability / monitoring



System Under Test

Adding Complexity: 
LLM’s API + RAG

1. Obtains contextual information 
(including local knowledge base)

2. Fills the prompt template
3. Executes the API call
4. Process the response



Data Quality Verification in the Data 
Pipeline for RAG



System Under Test

1. Autonomous 
2. Triggers
3. Actions and decisions 
4. External tools 

Even more Complexity: 
Autonomous Agents

Another agent _final_

Another flow

_final_

Yes
/No

_final_



Source: Current State of Artificial Intelligence by Social Capital.



Observability

● Loss of visibility and control when interacting 
with LLMs
○ Content (request, response)
○ Precision 
○ Cost $$
○ Performance (response time)

● How to gain visibility?

Problem
● Metrics

○ Response times
○ # tokens (cost) 
○ Model drift (prediction effectiveness)
○ User feedback 

● Traces
○ Prompts and responses

● Logs in every layer

Observability

● Monitor OpenAI with Datadog 
● Phoenix (open source)

Recommended reading:

https://www.datadoghq.com/blog/monitor-openai-with-datadog/
https://github.com/Arize-ai/phoenix


Observability example: Datadog
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Closing 
Thoughts
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